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Info

OpenShift content hub (internal)

https://redhat.highspot.com/spots/5fda4da94a4dfa0396bab090e?list=5b646a6e12795855
81196a55&overview=false

What's New in OpenShift 4.11

OpenShift New Feature Enablement Presentation - Logging 5.5 -
Features

Openshift New Feature Enablement - Logging 5.5 - Common Labels
OpenShift New Feature Enablement - Logging 5.5 - Separate Indices
OpenShift New Feature Enablement Presentation - Logging 5.5 - Vector
changes

OpenShift New Feature Enablement Presentation - Logging 5.5 - Loki
Integration

OpenShift 4.11 Logging Release notes

CNV_{#its demo ERICHY

Openshift #0 Docker HIER<GI &

Openshift @45 vaml X#HMPLERE

Red Hat OpenShift Container Platform Cheat Sheet

Resources

Of course there is much more information outside the above
mentioned highlights.

Here are a few resources to visit for your next steps with Red
Hat OpenShift Data Foundation 4.11:

Red Hat OpenShift Data Foundation 4.11 landing
page on The Source

Disaster recovery for Red Hat OpenShift workloads
deck and video.

What's New with Red Hat OpenShift Data
Foundation 4.11 deck and video.

Red Hat OpenShift Data Foundation product
information.

Red Hat OpenShift Data Foundation official
documentation.

& RedHat
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https://docs.google.com/presentation/d/1_cLxSvcV3eT6pguzqXjq6BKrCxiHA1ShJ-Vc6-go650/edit#slide=id.g5a662668d9_0_5
https://docs.openshift.com/container-platform/4.11/logging/cluster-logging-release-notes.html
https://gitlab.cee.redhat.com/wji/learningmd/-/tree/master/CNV
https://gitlab.cee.redhat.com/wji/learningmd/-/tree/master/CNV/command
https://docs.google.com/document/d/1xO6yWMGGVqYwNok57W4eUnVGRDSg0hr2mIirfIU9P4g
https://developers.redhat.com/cheat-sheets/red-hat-openshift-container-platform-old
https://source.redhat.com/groups/public/red-hat-storage-bu/red_hat_data_services_central_wiki/red_hat_openshift_data_foundation_411
https://source.redhat.com/groups/public/red-hat-storage-bu/red_hat_data_services_central_wiki/red_hat_openshift_data_foundation_411
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https://videos.learning.redhat.com/media/%5BWhat's%20New%5D%20OpenShift%20DR%20%5BAug-2022%5D/1_hs2yn2br
https://docs.google.com/presentation/d/1zYWV7wvepaNLUATx3Lft63v4E1yrAQdqAXHT30Zw-Rk/edit?usp=sharing
https://videos.learning.redhat.com/media/%5BWhat%E2%80%99s%20New%5D%20Red%20Hat%20OpenShift%20Data%20Foundation%204.11%20%5BAug-2022%5D/1_pdo6bg79
https://access.redhat.com/products/red-hat-openshift-data-foundation
https://access.redhat.com/products/red-hat-openshift-data-foundation
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation

console.redhat.com

- ] ‘ Create an OpenShift cluster | Re X +

- C (/ @ &2 https://console.redhat.com/openshift/create/datacenter

—_ Red Hat .
— 2k All apps and services

Hybrid Cloud Console

Clusters > Create

OpenShift

Create an OpenShift cluster
Clusters

& Cloud = Datacenter

Overview

Releases Assisted Installer

The easiest way to install OpenShift on your own infrastructure with step-by-step guidance, preflight validations, and smart defaults. This method

Create cluster

Thanks my manager 1lijin@ and mentor ngu@ for huge help.

Developer Sandbox

Downloads



Minimum hardware requirements

c 0 nSO I e . rEd hat'c 0 m ¢ Control plane nodes: At least 4 CPU cores, 16.00 GiB RAM, and 100 GB disk size.

e Workers: At least 2 CPU cores, 8.00 GiB RAM, and 100 GB disk size.

Install OpenShift with the Assisted Installer

Additional Requirements X
© Cluster detais T —— ¢ Enabled CPU virtualization support in
2 Host discovesy Cluster name * BIOS (Intel-VT / AMD-V) on all nodes
3 Networking ()

4 Review and create

Each worker node requires an
additional 360 MiB of memory and 2

All DNS records must be subdomains of this base and include the cluster name. This cannot be changed after C P U
cluster installation. The full cluster address will be: S

Base domain *

[Cluster Name].[example.com]

pem——— ¢ Each control plane node requires an
OpeiRhit 4024 = additional 150 MiB of memory and 4
[J Install single node OpenShift (SNO) CPUS

SNO enables you to install OpenShift using only one host.

[ Edit pull secret @

OpenShift Data Foundation
[J Use arm64 CPU architecture @ . .
Make sure all the hosts are using arm64 CPU architecture. (recommended for fU" functlonalltY)
Hosts'network configuration or another persistent storage service

® DHCP server IO Static network configuration I




Using the ocp-configure project to deploy

ocp-configure
This project can install OCP(openshift) in beaker.

How to use

» ocp-configure git:(main) ./getocp.py
usage: getocp.py [-h] [-n {1,3,6} | —-r DESTROY DESTROY]

THE OCP INSTALLITION TOOLS

optional arguments:
-h, —-help show this help message and exit
-n {1,3,6}, ——install {1,3,6}
Install the number of ceph hosts
—-r DESTROY DESTROY, —--destroy DESTROY DESTROY
Destroy the number of ceph hosts

Any questions, you can mail me <wji@redhat.com>
Install: ./getocp.py -n 3
Destroy: ./getocp.py -r yes—-i-realy-realy-want-to-destroy-cluster <number>


https://gitlab.cee.redhat.com/wji/ocp-configure/

AGENDA

What 1is OpenShift?
- Containers
- Container Native Virtualization / Virtual Machines

- How to install cluster with the ocp-configure tool?

OpenShift Storage!
- How to start VM with hostpath / nfs / ceph storage?
OpenShift Network!

- What differents between SofwareDefineNetwork and OpenVirtualNetwork?

& RedHat


https://gitlab.cee.redhat.com/wji/ocp-configure/
https://gitlab.cee.redhat.com/wji/ocp-configure
https://docs.google.com/document/d/1Q8QV0ZSp6pcrUnVGz5CPfHUdh1Woiaf0_haDYykikG8/edit#heading=h.96xgckxzbry9

What is OpenShift?
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Containers vs VMs
VIRTUALIZATION CONTAINERS

e —— ——
APP APP it }
|1 |
| |1 |
I] |
GUEST GUEST
0s 0s | |
B surPorTINGFILEs Ml SUPPORTING FILES [
RUNTIME , RUNTIME
HYPERVISOR u
HOST OPERATING SYSTEM HOST OPERATING SYSTEM

& RedHat

RED HAT TECH EXCHANGE CONFIDENTIAL - INTERNAL USE ONLY ‘ redhat

https://www.redhat.com/en/topics/containers/containers-vs-vms



https://www.redhat.com/en/topics/containers/containers-vs-vms

What is OpenShift?

Red Hat® OpenShift® is a Kubernetes distribution—a commercialized software product derived from an open source project. Red Hat
OpenShift and Kubernetes are both container orchestration software, but Red Hat OpenShift is packaged as a downstream enterprise
open source platform—meaning it's undergone additional testing and contains additional features not available from the Kubernetes
open source project.
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https://www.redhat.com/en/technologies/cloud-computing/openshift2
https://www.redhat.com/en/topics/containers/what-is-kubernetes
https://www.redhat.com/en/topics/containers/what-is-container-orchestration
https://www.redhat.com/en/blog/what-enterprise-open-source
https://www.redhat.com/en/blog/what-enterprise-open-source
https://www.redhat.com/zh/topics/containers/what-is-a-kubernetes-cluster
https://www.redhat.com/zh/topics/linux
https://www.redhat.com/zh/topics/containers/kubernetes-approach
https://www.redhat.com/zh/topics/devops
https://www.redhat.com/zh/topics/containers/red-hat-openshift-kubernetes

OpenShift Component!

—_—— — kubect! {user commands)
Node
i»| kubelet
docker {runtime)
y / Pod (DaemonSet) Pod (per VM) Pod
APl Server -
- \‘
A T ; < Z
virt-handier virt-launcher container
\J y - .
§
virt-controller
libvirtd
Cluster components t
M
| P ——
KubeVirt component

Kubernetes component



. KUBELET

The Kubelet asks
to start up a pod, <

OpenShift Component!

so it calls the CRI. ‘
e N
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on dis!
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CONFIDENTIAL

Virtualized control plane on OpenShift
| | | Red Hat
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What is OpenShift? - CNV part

e Upstream: Kubevirt
O  https://kubevirt.io/

e Brief Introduction kubevirt 2 minutes Intro

o “We just built the gemu/libvirt daemen or relevant into a container to support running the VM
on OpenShift env.” from ycui@

o "EA{1RZF gemu/libvirt daemen X NEEEIEFH, LIXFHE OpenShift env LiB1T
VM , " from ycui@

& RedHat


https://kubevirt.io/
https://www.youtube.com/watch?v=uusM5SyK-vc

Containers + VMs vs VM-based Containers

CONTAINER APP APP
ENGINE

/

CONTAINER . ORCHESTRATOR CENT
RUNTIME :
VS,
GUEST OS GUEST OS

HOST OS HOST OS

& RedHat

RED HAT TECH EXCHANGE CONFIDENTIAL - INTERNAL USE ONLY Q redhat




RedHat
OpenShift

What is OpenShift? - CNV part [

IE: default

Pod > Podi¥t§

OCP and CNV have something in common, they REE @ virt-launcher-wjiservices-kvnrt & umis
are both containers. And the difference is CNV, StatefuSets T
which creates a virtual machine inside a e
container. The screenshot on the right shows

the details. N

SHPHTESR

ARG bzl G compute

sh-4.4# virsh list
Name

default_wjiservices running

sh-4.4# cd /etc/libvirt/qemu
sh-4.4# 1s
default_wjiservices.xml
sh-4.4#

El&&%

ShliEheR
Since they are all containers, they can be HorizontalPodAutoscalers

managed by scheduling.The next page will show [
the process.

sh-4.4# cd /var/log/libvirt/qemu/

sh-4.4# 1s

default_wjiservices. log

sh-4.4#

sh-4.4# ip addr show dev ké6t-eth@

4: k6t—eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 q
link/ether 02:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.1/24 brd 10.0.2.255 scope global k6t-etho|

valid_lft forever preferred_lft forever
inet6 fe80::ff:fe00:0/64 scope link
valid_1ft forever preferred_lft forever

sh-4.4# curl http://10.0.2.2

It works

sh-4.4# curl http://localhost

It works




/usr/bin/qgemu-system-x86_64 \

-machine accel=kvm \

-name sandbox-6c2056050a9fa63d726711e01002f0497c2f9ad839fb424eb6e63f0ObBc7e39fc \

-uuid c28e839a-26e3-425c-8c90-b86caece4d65 \

-machine q35,accel=kvm, kernel_irqchip \

-cpu host \

-gmp unix:/run/vc/vm/6c2056050a9fa63d726711e01002f0497c2f9ad839fb424eb6e631fObBc7e39fc/qmp.sock, server,nowait \

-m 2048M, slots=10, maxmem=8630M \

-device pci-bridge, bus=pcie.0,id=pci-bridge-0,chassis_nr=1, shpc=on,addr=2, romfile= \

-device virtio-serial-pci,disable-modern=false, id=serial®@, romfile= \

-device virtconsole, chardev=charconsole®, id=console® \

-chardev
socket, id=charconsole®, path=/run/vc/vm/6c2056050a9fa63d726711e01002f0497c219ad839fb424eb6e63fBObOc7e39fc/console.sock, server, nowa
it \

-device virtio-scsi-pci,id=scsif, disable-modern=false, romfile= \

-object rng-random, id=rng@, filename=/dev/urandom \

-device virtio-rng-pci, rng=rng@, romfile= \

-device vhost-vsock-pci,disable-modern=false, vhostfd=3, id=vsock-2862916059, quest-cid=2862916059, romfile= \

-chardev
socket, id=char-a9ef5c8cd2d0989c, path=/run/vc/vm/6c2056050a9fa63d726711e01002f0497c2f9ad839fb424eb6e63fBbOc7e39fc/vhost-fs.sock \

-device vhost-user-fs-pci, chardev=char-a%9ef5c8cd2de989c, tag=kataShared, romfile= \

-netdev tap, id=network-0, vhost=on, vhostfds=4, fds=5 \

-device driver=virtio-net-pci,netdev=network-0,mac=2e:7a:6b:f2:f6:74,disable-modern=false, mg=on, vectors=4, romfile= \

-global kvm-pit.lost_tick_policy=discard \

-vga none \

-no-user-config \

-nodefaults \

-nographic \

-daemonize \

-object memory-backend-file, id=dimm1, size=2048M, mem-path=/dev/shm, share=on \

-numa node, memdev=dimm1 \

-kernel /usr/lib/modules/5.7.11-200.fc32.x86_64/vmlinuz \

-initrd /var/cache/kata-containers/osbuilder-images/5.7.11-200.fc32.x86_64/fedora-kata-5.7.11-200.fc32.x86_64.initrd \

-append tsc=reliable no_timer_check rcupdate.rcu_expedited=1 i8042.direct=1 i8042.dumbkbd=1 i8042.nopnp=1 i8042.noaux=1
noreplace-smp reboot=k console=hvc@ console=hvc1 iommu=off cryptomgr.notests net.ifnames=0 pci=lastbus=0 quiet panic=1 nr_cpus=4
agent.use_vsock=true scsi_mod.scan=none \

-pidfile /run/vc/vm/6c2056050a9fa63d726711e01002f0497c2f9ad839fb424eb6e63f0ObOc7e39fc/pid \

-smp 1,cores=1,threads=1, sockets=4,maxcpus=4



RedHat
OpenShift

What is OpenShift? - CNV part [

IE: default

Pod > Podi¥t§

OCP and CNV have something in common, they REE @ virt-launcher-wjiservices-kvnrt & umis
are both containers. And the difference is CNV, StatefuSets T
which creates a virtual machine inside a e
container. The screenshot on the right shows

the details. N

SHPHTESR

ARG bzl G compute

sh-4.4# virsh list
Name

default_wjiservices running

sh-4.4# cd /etc/libvirt/qemu

sh-4.4# 1s

default_wjiservices.xml

sh-4.4#

sh-4.4# cd /var/log/libvirt/qemu/

sh-4.4# 1s

default_wjiservices. log

sh-4.4#

sh-4.4# ip addr show dev ké6t-eth@

4: k6t—eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 q
link/ether 02:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.1/24 brd 10.0.2.255 scope global k6t-etho|

valid_lft forever preferred_lft forever
inet6 fe80::ff:fe00:0/64 scope link
valid_1ft forever preferred_lft forever

sh-4.4# curl http://10.0.2.2

It works

sh-4.4# curl http://localhost

It works

El&&%

ShliEheR
Since they are all containers, they can be HorizontalPodAutoscalers

managed by scheduling.The next page will —
show the process.
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CNV demo presentation

|. Cluster Deployment

ll. Cluster Login

lll. Storage configuration

IV. Virtual Machine Management

V. Virtual machine more operations

Practical part: service provisioning

OPENSHIFT VIRTULIZATION

CONSOLE.REDHAT.COM

https://qitlab.cee.redhat.com/wiji/learningmd/-/blob/master/CNV/README.md

& RedHat


https://docs.google.com/file/d/1bsLgAuCi7S74qj37bIU9a62fyi93Ne1q/preview
https://gitlab.cee.redhat.com/wji/learningmd/-/blob/master/CNV/README.md

OpenShift Storage!



OpenShift Storage! - pv storage

XBSRIRZHFA
- FOGIEM PV
nfs / iscsi / local disk / local folder
- fEH Local Storage Operator BHZzfAIER PV
local disk
-  {ff StorageClass BZIGIER PV

nfs / iscsi / local / ceph / aws / azure / swift ...

& RedHat



OpenShift Storage! - pv storage - nfs

apiVersion: v1
kind: PersistentVolume
metadata:
name: example
spec:
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
storageClassName: slow
nfs:

path: /tmp

server: 172.17.0.2



OpenShift Storage! - pv storage - iscsi

apiVersion: v1
kind: PersistentVolume
metadata:
name: iscsi-pv
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
Iscsi:
targetPortal: 10.16.154.81:3260
ign: ign.2014-12.example.server:storage.target00
lun: O
fsType: 'ext4’



apiVersion: v1
kind: PersistentVolume
metadata:
name: example-pv-filesystem
spec:
capacity:
storage: 100Gi
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: /dev/xvdf
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- example-node

OpenShift Storage! - pv storage - local without LSO - howto



OpenShift Storage! - pv storage - local without LSO - effect

openshift | console.redhat.com X My Systems task-pv-volume - Details - Red | X | & console.redhat.com.txt- main - X+

O & == wenkangji.com) @ @

RedHat
OpenShift

adminv

RAMEFE
BW task-pv-volume

1

Operators

X Opt|+ F1 JCR&ES
THERE labels:
type: local
annotations:
Rt pv. kubernetes. io/bound-by-controller: '
finalizers:
- kubernetes. io/pv-protection
W& > managedFields:
spec:
capacity:
= storage: 5Gi
hostPath:
path: /mnt/data
type: '*
accessModes:
RAMLE - ReadWriteonce
claimRef:
FAMEER kind: PersistentVolumeClaim
namespace: default
THiE name: task-pvc-volume
uid: 19aededd-e667-40f0-af59-a58000ddcoca
BIRER apiVersion: v1
resourceVersion: '907434'
BIRRE persistentVolumeReclaimPolicy: Retain
storageClassName: manual
HRBAS volumeMode: Filesystem
status:

phase: Bound

Data Foundation




OpenShift Storage! - Local Volume with LSO - GUI

*m

Operators

OperatorHub

REM Operators

TR

RElfE

L3

BENGNEEAF SR, EMEE OAuth BEMAFRMBAER.

INH: openshift-local-storage ¥

3£/ Operators > Operator #15
Local Storage
FRed Hati2{t#94.11.0-202208020235

S YAML T3 B4

Local Volumes

RIE ~

FiBSEM  Local Volume  Local Volume Set  Local Volume Discovery

fllELocal Volume

AKFRIEXR

BRIEXN SBFRE XN BEFTHNEREAN.



OpenShift Storage! - Local Volume with LSO - CLI

apiVersion: local.storage.openshift.io/v1
kind: LocalVolume
metadata:
name: local-block
namespace: openshift-local-storage
spec:
nodeSelector:
nodeSelectorTerms:
- matchExpressions:
- key: cluster.ocs.openshift.io/openshift-storage
operator: In
values:
storageClassDevices:
- storageClassName: localblock
volumeMode: Block
devicePaths:
- /dev/disk/by-path/pci-0000:07:00.0
- /dev/disk/by-path/pci-0000:07:00.0
- /dev/disk/by-path/pci-0000:07:00.0



OpenShift Storage! - hostpath storageclass

BENGREEAFPSRER. BHEH OAuth BEEMATRMARR.

Operators

I8: openshift-cnv v
OperatorHub

2% Operators > Operator 31§
REKM) Operators OpenShift Virtualization
HiRed Hat}2{##9410.2

TERR
#E  YAML  iTiE B4 FREXH OpenShift Virtualization Deployment ~ HostPathProvisioner deployment
R
A HostPathProvisioners
B - /
B 2 (Kind) RS R
@I hostpath-provisioner HostPathProvisioner Condition: Available REIRE

Bli#HostPathProvisioner

REEHN

@ 2022%8A150 14:06

& RedHat



HostPathProvisioners > HostPathProvisioneri¥|§

hostpath-provisioner

#E  YAML

apiVersion: hostpathprovisioner.kubevirt.io/vlbetal
kind: HostPathProvisioner
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: >

{"apiVersion":"hostpathprovisioner.kubevirt.io/vlbetal","kind":

creationTimestamp: '2022-08-15T06:06:49Z'
finalizers:
- finalizer.delete.hostpath-provisioner
generation: 1835
managedFields:
name: hostpath-provisioner
resourceVersion: 'B865658'
uid: 43c7e97f-b8e7-4574-80ba-2b7c86df9e95
spec:
imagePullPolicy: IfNotPresent
storagePools:
- name: sno
path: /var/hpvolumes
pvcTemplate:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: localblock-sc
volumeMode: Block
workload:
nodeSelector:
kubernetes.io/os: linux
status:
conditions:
- lastHeartbeatTime: '2022-08-19T05:44:00Z'

"HostPathProvisioner

’

x Opt + F1 HEEHEEE | @ EEERE | @ EEMDLE

metadata":{"annotations":{},"name":"hostpath-provisioner"},"spec":{"imagePullPolicy":"IfNotPresent",




OpenShift Storage! - nfs storageclass

# helm repo add nfs-subdir-external-provisioner https://kubernetes-sigs.github.io/nfs-subdir-external-provisioner/

# helm install nfs-subdir-external-provisioner nfs-subdir-external-provisioner/nfs-subdir-external-provisioner \
--set nfs.server=<THE NFS SERVER>\
--set nfs.path=<THE NFS EXPORTFS>

# oc patch storageclasses nfs-client -p '{"metadata": {"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}

kube:admin v

BENENEERFSHER. BEMEMH OAuth BEMUAFRMAER.

e

B2R - /

B BEEF SRR

@& nfs-storage - ZRiA k8s-sigs.io/nfs-subdir-external-provisioner Delete H ‘ R d H t


https://kubernetes-sigs.github.io/nfs-subdir-external-provisioner/

OpenShift Storage! - nfs storageclass

K > TEAEHE
nfs-storage

#1E  YAML

FhEEIFE

&=
nfs-storage
L
RERE
iR &

BERF

k8s-sigs.io/nfs-subdir-external-provisioner

flET
Q 20227814H 16:18

ik
REFEE

S

B AR
Delete

LN
B

EHEEN

Immediate




OpenShift Storage! - ceph storageclass

What is ceph?

- A reliable,autonomous,distributed object store comprised
of self-healing,self-managing, intelligent storage nodes

How to install ceph?

- Ceph can be dinstalled both manually and automatically,
and the automatic way is achieved through service
specifications.

& RedHat


https://gitlab.cee.redhat.com/wji/learningmd/-/blob/master/Ceph/Ceph%20Install.md
https://docs.google.com/document/d/1_CIU4n58KecD8Po2lXkqS9oDob8YR2tDnIy6O2VkqiA
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/5/html/operations_guide/service-specification-of-the-ceph-orchestrator_ops
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/5/html/operations_guide/service-specification-of-the-ceph-orchestrator_ops

OpenShlft Storage! - ceph storageclass

CephFS
|
ZiEE ! HiEE
|
: Client
fuse P : n=A nz=s
I | s isnsnni | i it sasasnion 4
! | CephmMEERIER || | CephppmERER :
| L |l S
Librados i
| W JMbs
MON i [_mEEE )
: Rsync
MDS l v -
: Data Pool MetaData Pool
OoSsD I
Rados Cluster i OSsD




Using the ceph_configure_autogen project to deploy

ceph_configure_autogen

The rhel87 is more recommended, rhel9 works but uses the rhel8 package. Only x86 platform is supported.

ceph_configure_autogen installation guide

pools: 1 pools, 32 pgs
objects: @ objects, 9 B
usage: @ B used, @ B / @ B avail
pgs: 100.000% pgs unknown
32 unknown

progress:
Updating grafana deployment (+1 -> 1} (9s)
Glabal Recovery Event (@s)
[epasan inenavainesinives enas v ]

[céph: root@ceph-node@l /]# echo 'cluster is loading, please wait...'
¢luster is loading, please wait... 2
[¢eph: root@ceph-node@l /1# ceph -s
cluster:
id: fed4db16~f52e~11ec~981a~5254006c3cll

health: HEALTH_|

services:
mon: 3 daemons, quorum ceph-node@l, ceph-node®2,ceph-node@3 (age 88s)
mgr: ceph-node@l.vdjeou(active, since 3m), standbys: ceph-noded2.hveokj, ceph--node@3.lwbjgn
osd: 3 osds: 3 up (since 17s), 3-in (since 31s)

data:
pools: 2 pools, 33 pgs

«:objects: @ -objects, 9 B
usage: 15 MiB used, 30 GiB / '30 GiB avail
pgs: 33 active+clean

progress:
Updating prometheus deployment (+1 -> 1) (0s)


https://gitlab.cee.redhat.com/wji/ceph_configure_autogen

a ceph_configure_autogen installation guide ¥t ()
Xt BE BB BN\ %3 I8 YREF By LRENEET7 XEHEN

“~ o~ @ A P O100% -

&
wE

ceph storage installation guide

AR

StepO: Check environment like...
Step1: Install three nodes to de...
Step2: Register nodes to RHOC...
Step3: Preflight before installat...
Step4: Install ceph storage in c...
4-1: Generate /etc/hosts file to ...
4-2: Generate ceph.yaml to cep...
4-3: Modify option/next.sh and ...
4-4: Execute /home/next.sh in ...
Step5: Wait for coffee time and...

Stepé: Access ceph in our Phys...

Enjoy it!!!

1 Bim ~  Arial

~ - 2 + B I UA & o @~

1]
11}
1]
1]
-
I
£35S
LA
m
4

v

Step0: Check environment likes RAM & Disk

Step1: Install three nodes to deploy ceph storage

Step2: Register nodes to RHOCP subscribe

Step3: Preflight before installation using Ansible

Step4: Install ceph storage in ceph-node01
4-1: Generate /etc/hosts file to ceph-node01
4-2: Generate ceph.yaml to ceph-node01
4-3: Modify option/next.sh and install it to ceph-node01
4-4: Execute /home/next.sh in ceph-node01

Step5: Wait for coffee time and then check your cluster

Step6: Access ceph in our Physical host

Enjoy it!!!

Step0: Check environment likes RAM & Disk

[root@hpe-mI350gen9-01 ~}# hostname
hpe-mlI350gen9-01.hpe2.lab.eng.bos.redhat.com
[root@hpe-mI350gen9-01 ~}# free -mh

total used free shared buff/cache available
Mem: 46Gi  726Mi 42Gi 12Mi  3.3Gi 45Gi
Swap: 23Gi 0B 23Gi

[root@hpe-mI350gen9-01 ~J#
[root@hpe-mI350gen9-01 ~J#
[root@hpe-mI350gen9-01 ~J# df -hT

Filesystem Type Size Used Avail Use% Mounted on

devtmpfs devtmpfs 24G 0 24G 0% /dev

tmpfs tmpfs 24G 0 24G 0% /dev/shm

tmpfs tmpfs 24G 9.7M 24G 1% /run

tmpfs tmpfs 24G 0 24G 0% /sys/fs/cgroup
/dev/imapper/rhel_hpe--mI350gen9--01-root xfs 70G 49G 66G 7%/

Idev/sda1l xfs  1004M 217M 788M 22% /boot
Idevimapperi/rhel_hpe--mI350gen9--01-home xfs 464G 3.8G 461G 1% /home
tmpfs tmpfs 4.7G 0 4.7G 0% /run/user/0

[root@hpe-mI350gen9-01 ~J#
[root@hpe-mI350gen9-01 ~J#

A




OpenShift Storage! - ceph storageclass

RedHat
OpenShift

BEMNGNERAF SHER. BMEN OAuth ERMANFRMASR.

INB: openshift-storage ¥
E)

ot BIREFMEARSR

IER#E BIRTEHE R AR R BAY OpenShift Data Foundation R4 R EFFANENZHHETITHER,
e
s 1 EiRTEE RS

e © =i HBEHRGETIIE

. 3 BEEHEIE

mE

HH

T#. ceph-external-cluster-details—exporter.py BIZAH7E RHCS £8 LiT1T, ABEIINBFMARTHIEFR LESR (USON) , THMA

& RedHat




OpenShift Storage! - ceph storageclass

ocp 5 ceph MEAz), FEFERENE:
1. FT# ceph-external-cluster-details-exporter.py 3X#

2, Pt

[root@ceph-node01 ~]# ceph osd pool create myPool 32

pool 'myPool' created

[root@ceph-node01 ~J# rbd pool init myPool

[root@ceph-node01 ~]# ceph osd pool application enable myPool rbd

3. & FECEX#

[root@ceph-node01 ~]# python3 ceph-external-cluster-details-exporter.py --upgrade
[root@ceph-node01 ~J# python3 ceph-external-cluster-details-exporter.py --rbd-data-pool-name myPool
[{"name": "rook-ceph-mon-endpoints”, "kind": "ConfigMap", "data": {"data": "ceph-node01=10.16.217.232:6789"...}}]

4, k5% ocp Li#tTHAA
B&



OpenShift Storage! - ceph storageclass

2
By < D @ console-openshift-console.apps.ocp5.wenkangji.com/k8s/ns/openshift-storage/clusterservicever:

Red Hat RedHat
Openshift OpenShift a kube:admin v

Container Platform Container Pl

BENENEREFSHER, BHEEE OAuth REMAFRBARR, BENGHEREFSHER. EMEHE OAuth ERMAFRBAER.

B> FRRGEE
E3 ocs-external-storagecluster-storagesystem

TiE: openshift-storage v i

S48 Operators > odf-operatorv4105 > StorageClusteri$tl

(@ ocs-external-storagecluster © Ready Operators W Rt

2591 ) ocs-external-storagecluster-storagesystem

T ron BAIXFE Object

API Explorer #E OYAML  BIR BF
i -

Cs R nE k13

StorageCluster ik R ESER @ spEs © wEm i

OpenShift Data Foundation
Operators P e

L - System name AR

ocs-external-storagecluster BENEMX (MCG) &
OperatorHub e ma < LT nus
Data Found
RM) Operators BEZE ata Foundation BareMetal S YEES
@ openshift-storage BAKE Ty R
o R
xeemm odf-operatorv4105
Ehe
o Pa— BEo MWid Providers ..+

238 & BmL AL

w4
BREAS
HRTF =
@ 253500 SRR 5
Data Foundation FEE bt I O 4
BarE @ ocs-external-storagecluster-storagesystem 1NooBaa F i 2
wie oxm
0 Object Buckets o
AENEE 0 Object Bucket Claims. "
% o3
&% -
BIRR
=e AR ARG 04

BRER

ReconcileComplete = @ 25ye0an ReconcileCompleted Reconcile completed successfully 4 ‘



OpenShift Storage! - more storageclass

Tk

Data Foundation
FALSE
FAMEMEH
EE3) S

HRR
HIRFK
ERRAS

i

U3

BEEr
EEEERF

kubernetes.io/no-provisioner
kubernetes.io/aws-ebs
kubernetes.io/gce-pd
kubernetes.io/glusterfs
kubernetes.io/cinder
kubernetes.io/azure-file
kubernetes.io/azure-disk
kubernetes.io/quobyte
kubernetes.io/vsphere-volume
kubernetes.io/portworx-volume
kubernetes.io/scaleio
kubernetes.io/storageos

kubevirt.io.hostpath-provisioner



Technology Highlights Comparison

OpenShift SDN OVN Kubernetes

-
0 p e n S h I ft N e tW 0 r k' Central controller / host-ipam Central controller / host-ipam
|




OpenShift Network!

What different between sdn, ovn and ovs?

ovs s open vswitch 455, B LU i3 & F B4 & miF—1 ovs HIZE,

sdn B4 ovs BERERMW &, FEmREHth AN dhep FEEEEA,

ovn 2K ovn EEEMM %, ovn TRAKE ovs BEEAS TRSME, kil dhop XERTEERM AT,

What is controller and how ovs works?

sdn {E FA#EHIZF L0 openstack B opendaylight 3| ovs R4,
ovn BiAaY#EHIZSEEAN openshift-network-operate 45 ovs BI| M 4%,

What connection between OVN and Geneve tunnel?

geneve REIRINEEXRA K, EMIERARAXR &, EELRRE ovn TR, MAREFERA GeneveIMEHEES S T VXLAN,
E ovn B EMHMIEEEEN TSR T geneve, F—4 ovn TR EHEIEFREZEFE geneve

What is flow table betwwen OVN and SDN?
XA flow table £ OVS MRy, 3t B Lk 55503 i B4 E B AMTIEE,

thank you. ‘RedHat
shuali@ and jishi@



OpenShift Network! - Try it!

[ XN ) root@edge-ge-per740-01:~/dotfiles
...-qe-per740-01:~/dotfiles (ssh) 31 ...t@edge-qe-per740-01:~ (ssh) 32 ...t@edge-qe-per740-01:~ (ssh) 33
age.

Starting install...

Domain is still running. Installation may be in progress.
Waiting 1 minute for the installation to complete.
~CDomain install interrupted.
Installation aborted at user request
[root@edge-qe-per740-01 dotfiles]# ovs-vsctl show
56088842-2b6c-4856-800b-bb@cdfc4f2d3
Bridge helloworld
Port helloworld
Interface helloworld
type: internal
PortHvnet3*
Interface "vnet3"
Port "vnetl"
Interface “vnetil*"
Port "vnet2"
Interface "vnet2"
Port "vneto"
Interface "vnet@"
ovs_version: "2.7.14"
[root@edge-qe-per740-01 dotfiles]# virsh list

Id Name State

1 ovs-node01l running
2 ovs-node02 running
3 ovs—node03 running
4 ovs—node@4 running

[root@edge-qe-per740-01 dotfilesl# bash testvm.sh 4 helloworldf]

..t@edge-qe-per740-01:~ (ssh) 384

X

..t@edge-ge-per740-01:~ (ssh) 35



OpenShift Network! SDN part

BRIATES T, Docker W% fE AR5 A EHLEHNM 4 bridge, EHANMIATH AR EHEEZMF.

EEHEE| L RIFT B R Al AR B IS, BETR R EFEEN LMBHRERE.

ATXHBEHNARRZ EEIE, OpenShift BB TFEMEAT T XHIMLE(SDN)A X,

B E XHIM & — TR EEE, T 3T KRR EEER KBRS .

SDN fF4b3 7 & 89 84 (5 0 20 < ) FOiE% R SRR AIJE AL (FR 9 3R 7 @ )#248, SDON X T E AT FE 2 BrE(E.

cluster network B OpenShift SDN Z3Lf14E37, ©E A Open vSwitch |3 overlay 4%, master 15 | A RE@ T EFE M ZiF 0| RS, BRIE
master R B+ node T &R,

& RedHat



OpenShift Network! SDN part - plugin

£ OpenShift &1, AILL /g pod M4EECE =1 SDN #&#4:

e ovs-subnet: BRIATEE, FRRE T —4 flat pod M4E, HEED pod ATLL5 HAth pod 1 service &S,

e ovs-multitenant:iZA pod AR FIRE T BN RE B, BERALLEE BT, 81 project ik —ME—RIE FUAMLE ID (VLANID),
i% ID #RIRE B BT i% project B pod BIFRE . i@ T A VLANID, EB AR project #J pod AR5 Hfth project #J pod 1 service
BiE,

e ovs-network policy: LbiE# ft iF B8 5 {# A NetworkPolicy 3R E X B 2 MR E KK,



OpenShift Network! SDN part - plugin - ovs-subnet

£ OpenShift &1, AILL /g pod M4EECE =1 SDN #&#4:

e ovs-subnet: BINHEH, FMIZEET —1 flat pod Mg, EdED pod AILLS HAh pod #1 service @E1E.

[root@dell-pem630-01 ~J# ovs-vsctl add-br br [root@dell-pem630-01 ~J# ovs-vsctl show
[root@dell-pem630-01 ~J# virsh edit <VMnode> 3040e1dd-9ea1-41ef-af24-36684c420f61
<interface type='bridge'> Bridge br
<source bridge="br'/> Port br
<virtualport type='openvswitch'> Interface br
<parameters type: internal
interfaceid="f3fe9224-162e-4d54-9d0c-448e3bdad851'/> Port "vnet6"
</virtualport> Interface "vnet6"
</interface> Port "vnet4"
Interface "vnet4"
Port "vnet5"

Interface "vnet5"

ovs_version: "2.7.14" ‘ Red Hat



OpenShift Network! SDN part - plugin - ovs-subnet

[root@dell-pem630-01 ~]
3040eldd-9eal-41lef-af24-36
Manager
Bridge

[rootedell-pe

show

"ptcp:8881"
ubuntu_br
Controller "tcp:10.16.218.70:6633"
Port ubuntu_br
Interface ubuntu_br
nternal

> "vnet6"

> "ynetd"

"vnet5"
*2.7.14"
0 1#

tcpdump vhet4 icmp

iropped privs to tcpdum
'

vert

se output
vnet4, lin

IP 192.
56 IP 1
GOl Bl

IP 1

[ ] FinalShell 3.9.5.7
RS = T
IP localhost
AGHER
A 298325331 [root@dell-pem630-01 ~]# virsh dumpxml ceph-node@l | awk '/<interfa
e setlocale: No such file or directory
= <interface type='bridge'>
| <mac address='52:54:00:6d:3c:11'/>
<source bridge="ubuntu_br'/>
- . <virtualport type='openvswitch'>
% <parameters interfaceid="f3fe9224-162e-4d54-9d0c-448e3bdads]
*® </virtualport>
<target dev="vnet4'/>
<model type='virtio'/>
LT <alias name="net@'/>

<address type="pci' domain='0x0000' bus='0x01' slot='0x00' ful
</interface>
[root@dell-pem630-01 ~]#
[root@dell-pem630-01 ~]# virsh console ceph-node@l
setlocale: No such file or directory
Connected to domain 'ceph-node@1'
Escape character is A] (Ctrl + 1)

[root@localhost ~]# ping 192.168.100.101
PING 192.168.100.101 (192.168.100.101) 56(84) bytes of data.

64 bytes from 192.168.100.101:
64 bytes from 192.168.100.101:
64 bytes from 192.168.100.101:

icmp_seg=1 ttl=64 time=0.628 ms
icmp_seg=2 ttl=64 time=0.353 ms
icmp_seg=3 ttl=64 time=0.341 ms




OpenShift Network! SDN part - plugin - ovs-multitenant

£ OpenShift &1, AILL /g pod M4EECE =1 SDN #&#4:

e ovs-multitenant:iZJ3 pod AR 5= T FSNIIRE B HERALLEH BT, 81 project #lk—ME—BIEE UM 4% ID (VLANID),
% ID #riIRE BB Fi% project B pod B E ., & id A VLANID, EB [ project B pod FEE5 Hth project B pod #1 service
BiE,

lusr/share/openvswitch/scripts/ovs-ctl start

ovs-vsctl add-br ubuntu_br

ovs-vsctl set Port vnet2 tag=100

ovs-vsctl set Port vnet3 tag=100
ovs-vsctl set Port vnet4 tag=200

ovs-vsctl add-port ubuntu_br\

vxlan -- set interface vxlan type=vxlan options:remote_ip=10.19.34.61 option:key=1
ovs-vsctl set Port vxlan trunks=100,200



OpenShift Network! SDN part - plugin - ovs-multitenant

10.19.34.61 10.16.218.70

ceph-node01 ceph-node02

*

ceph-node03




OpenShift Network! SDN part - plugin - ovs-multitenant

[root@dell-pem630-01 ~]# ovs-vsctl show [root@cloud-qge-20 ~]# ovs-vsctl show
64b60993-3196-4278-aeae-07e6c3479377 0795f011-6ff9-49c4-876a-d79808e44003
Bridge ubuntu_br Bridge ubuntu_br
Port "vnet4" Port vxlan
tag: 200 Interface vxlan
Interface "vnet4" type: vxlan
Port ubuntu_br options: {key="1", remote_ip="10.16.218.70"}
Interface ubuntu_br e b
type: internal tag: 100
Port "vnet3"
tag: 100
Interface "vnet3"
Port vxlan
trunks: [100, 200]
Interface vxlan Port "vnet4”
type: vxlan tag: 100
options: {key="1", remote_ip="10.19.34.61"} Interface "vnet4"
Port "vnet2" Port ubuntu_br
tag: 100 Interface ubuntu_br
Interface "vnet2" type: internal
ovs_version: "2.7.14" ovs_version: "2.7.14"

Interface "vnet3"
Port "vnet5"

tag: 200

Interface "vnet5"




OpenShift Network! SDN part - plugin - ovs-network policy

£ OpenShift &1, AILL /g pod M4EECE =1 SDN #&#4:

e  ovs-network policy: L2 FEHE R {EFH NetworkPolicy 3R E X B C HIfRE R



OpenShift Network! SDN part - plugin - ovs-network policy

— Red Hat INH: default
— OpenShift
Container Platform FRBERTR

¥ BIZNR 57

TiH: default
E Pod i#t{%2

ok MPRARM pod iXZRR, WIS AZI®EZERIFTH pod,
QHEM%%H@ © 4#48 pod %1%

me BRI R AEIRE RN pod BT
FaAMA YAML 5 JSON TESGHTRIRE, SERHEREIRIBET.

R
WYUTERE: O %48 © vamL @A i
)
API Explorer %Iﬂ%%&i
B 3 X
E sion: networking.kB8s.io/vl BRRUADRSOELRY
iind: Networkrolicy [ 45487 ingress il [ JBFTH egress il
Operators
default
TERR o . Ingress WISHTE | M ingress 4

TRINERIAEIFME pod K ingress N, MRMERBBIRED CRE—FM
0, Ms¥FRE pod FIFRE,

R

L

. Egress BIRATE | I egress 1A
RONERLFAEIFTIE pod Y egress MM, MRMERBEIEZ D CE—FM

W, MFHFE pod KR,
& RedHat

B&H
Ingresses

PR REE




OpenShift Network! Multus CNI plugin

7£ Kubernetes #1, B2 XM B SLI T Container Network Interface (CNI) B 4&4E 4 T TR,

OpenShift Container Platform {8 Multus CNI $&{43 SLII%T CNI RS- 5, EEHTE B D, BERE default pod MLE, EKIAK
WA IBEHFIFTE — IR ERE, B LLETRIAM CNIEHTE XN NE, FEF—1THZ XMHIEHNE] pod, &I LIBIREE
REBRTE XENTNWE, Xa[iHER EECE IR 3T #e IR R EM K IhEERY pod,

Kubernetes servers

other networks (api-server,kubelet so on)

NetworkAttachments

( cluster network/
Qi?lugin
)

ethO

Specific User Traffic e (Liveness and Readiness) Probes
e Communication between API and Pod



& P —
: CO"SU!E-ODeHn ] = = i

T — C O B nhttps:jwww.cni.dev/plugins/current/main/bridge/

OpenShift
Container Platform :
CN/| Home Documentation Plugins

static IP address management plugin

Main Example configuration &

IRE: default ~

W vlan plugin
Create Network Attachment | bridge plugin
#R FEBA ON TESCGHITOIRE, XY host-device
ipvian plugin
mE P plug
macvlan plugin
o|R ptp plugin "isDefaultGateway':
1 win-bridge plugin "forceAddress":
API Explorer i "ipMasq":
e SE] “hairpinMode" :

“ipam": {
"type":
“subnet":

bandwidth plugin

firewall plugin
Port-mapping plugin
Source based routing plugin

Operators

TERR

tuning plugin
vrf plugin

On this page:

EE Overview

Example configuration

B 3 - —
Example L2-only configuration

Network configuration reference "ipam':

P&

Interface configuration arguments reference

Ingresses

e Network configuration refe

e name (string, required): the name of the network
e type (string, required): “bridge”.

NetworkAttachmentDefinitions

hE e bridge (string, ogdanal): name of the bridge to t
e isGateway (bo ti at addr
e isDefaultGatewa lean, optional): Sets isGe

Lot

default route. Defaults to false.

e forceAddress (boolean, optional): Indicates if a

vahiie hae heen chanaed Defalillte to falee



® M+ < d) 0 console-openshift-console.apps.ocp6.wenkangiji.com/k8s/ns/default/k8s.cni.cncf.io~vi1~Network ¢ M + 93

Red Hat X
OpenShift & kube:admin v
Container Platform

BENENEERF S8R, EMER OAuth EEMAFRMAESR.

IA: default +

Network Attachment Definitions > Network Attachment Definitiol

(%) bridge

Details  YAML
#BR A

AP Explorer x Opt|+|F1) EREESIHEEE) | @ EREER | @ EENLL
ppiVersion: k8s.cni.cncf.io/vl
B kind: NetworkAttachmentDefinition
metadata:
creationTimestamp: '2022-08-11T02:41:24Z"'
Operators generation: 1
managedFields:
name: bridge
TR namespace: default
resourceVersion: '338796'
uid: 2d3cf7c5-9cb1-4354-al1f6-31852f9fb9c8
200 spec:
config: >—
{ "cniversion": "0.3.1", "name": "mynet", "type": "bridge", "bridge":
W% "mynet@", "isDefaultGateway": true, "forceAddress": false, "ipMasq": true,
“hairpinMode": true, "ipam": { “type": "host-local", "subnet":
"10.10.0.0/16" } }
BRSS

B&H
Ingresses
]

NetworkAttachmentDefinitions

E

EZZNRED




[ ION ] rabbit@rabbit-mbp:~ X883
» ~ oc get vmi -o wide

NAME AGE PHASE a2 NODENAME READY LIVE-MIGRATABLE PAUSED
rhel9-bridge 4m40s Running 10.128.2.28 dhcpl16-217-244.hpe2.lab.eng.bos.redhat.com True True
rhel9-bridge2 11m Running 10.130.1.58 ocp—nodedl True True
rhel9-vlan-1 34m Scheduling False
rhel9-vlan-2 28m Scheduling False
vm-fedora-hw-rs4chks 71m Running 10.129:2.19 dhcpl6-217-225.hpe2. lab.eng.bos.redhat.com True False
vm-fedora-hw-rsgvbkq 71m Running 10.128:2.19 dhcpl6-217-244.hpe2.lab.eng.bos.redhat.com True False
vm-fedora-hw-rsmzw2v 71m Running 10.131.0.68 dhcpl6-217-158.hpe2.lab.eng.bos.redhat.com True False
» ~ oc get network-attachment-definition bridge

20

- ~

-+ ~ oc get network-attachment-definition

NAME AGE

bridge 79m

12bridge 79m

vlan 77m

-+ ~ oc describe network-attachment-definition bridge

Name: bridge

Namespace: default

Labels: <none>

Annotations: <none>
API Version: k8s.cni.cncf.io/vl

Kind: NetworkAttachmentDefinition
Metadata:
Creation Timestamp: 2022-08-11T02:41:24Z
Generation: 1

Managed Fields:
API Version: k8s.cni.cncf.io/vl
Fields Type: FieldsV1l
fieldsV1:
fizspec:

f:config:

Manager: Mozilla
Operation: Update
Time: 2022-08-11T02:41:24Z
Resource Version: 338796
UID: 2d3cf7c5-9cbh1-4354-a1f6-31852f9fb9c8
Spec:

se, "ipMasq": true, "hairpinMode": true, "ipam": { "type":

Config: { "cniVersion": "0.3.1", '"name": "mynet", "type": "bridge", "bridge": "mynet@", "isDefaultGateway": true, "forceAddress":
"host-local", "subnet": §10.10.0.0/16" }

Events: <none>

\-;a,l

Red Hat



= . .
[ O virtctl console rhel9-bridge

%1 Ve

virtctl console rhel9-bridge3

[root@rhel9-bridge ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_l1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc fq_codel state UP group
default glen 1000
link/ether 02:ca:4d:00:00:05 brd ff:ff:ff:ff:ff:ff
altname enpls®
inet 10.0.2.2/24 brd 10.0.2.255 scope global dynamic noprefixroute eth®
valid_1ft 86312276sec preferred_lft 86312276sec
inet6 fe80@::ca:4dff:fe@0:5/64 scope link
valid_1ft forever preferred_1ft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group
default qlen 1000
link/ether 02:ca:4d:00:00:06 brd ff:ff:ff:ff:ff:ff

Iinet 10.10.0.2/16 ird 10.10.255.255 scope global dynamic noprefixroute ethl

Valld_CTt do31ZZ76sec preferred_1ft 86312276sec
inet6 fe80::c7a4:7eaa:70d4:9de7/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
[root@rhel9-bridge ~1# |j

[root@rhel9-bridge3 ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc fq_codel state UP group
default gqlen 1000
link/ether 02:ca:4d:00:00:0d brd ff:ff:ff:ff:ff:ff
altname enpls0
inet 10.0.2.2/24 brd 10.0.2.255 scope global dynamic noprefixroute eth@
valid_1ft 86312705sec preferred_lft 86312705sec
inet6 fe80::ca:4dff:fe@@:d/64 scope link
valid_1ft forever preferred_lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP group
default gqlen 1000
link/ether 02:ca:4d:00:00:0e brd ff:ff:ff:ff:ff:ff

I inet 10.10.0.3/16 brd l0.10.255.255 scope global dynamic noprefixroute ethl

valid_L(Tt 8b31Z2/05sec preferred_lft 86312705sec
inet6 fe80@::bdcd:916d:1993:3df5/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
[root@rhel9-bridge3 ~1# []

Red Hat



OpenShift Network! Multus CNI plugin - Problem Solved

Run a vm on specific host and volumes?
nodeSelector:
kubernetes.io/hostname: hp-dI380g10-06.lab.eng.pek2.redhat.com

annotations:

kubevirt.io/provisionOnNode: hp-dI380g10-06.lab.eng.pek2.redhat.com



r

. virtctl console rhel9-bridge
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1lft forever
2: eth@: <BROADCAST,MULTICAST> mtu 1450 gqdisc fq_codel state DOWN group default q
len 1000
link/ether 02:ca:4d:00:00:05 brd ff:ff:ff:ff:ff:ff
altname enpls@
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group

default gqlen 1000
link/ether 02:ca:4d:00:00:06 brd ff:ff:ff:ff:ff:ff
altname enp2s0
inet 10.10.0.2/16 brd 10.10.255.255 scope global dynamic r

X1

2022-08-02:16-09 2|

® [ ] virtctl console rhel9-bridge2

valid_1ft 86310638sec preferred_1ft 86310638sec
inet6 fe80@::c7a4:7eaa:70d4:9de7/64 scope link noprefixrout
valid_1ft forever preferred_1lft forever
[root@rhel9-bridge ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UN
qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST> mtu 1450 qdisc fq_codel state [
len 1000
link/ether 02:ca:4d:00:00:05 brd ff:ff:ff:ff:ff:ff
altname enpls@
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_
default gqlen 1000
link/ether 02:ca:4d:00:00:06 brd ff:ff:ff:ff:ff:ff
altname enp2s0
inet 10.10.0.2/16 brd 10.10.255.255 scope global dynamic f
valid_1ft 86310328sec preferred_1ft 86310328sec
inet6 fe80::c7a4:7eaa:70d4:9de7/64 scope link noprefixrouf
valid_1ft forever preferred_lft forever
[root@rhel9-bridge ~]# useradd rabbit
[root@rhel9-bridge ~1# echo 1 | passwd —-stdin rabbit
Changing password for user rabbit.
passwd: all authentication tokens updated successfully.
[root@rhel9-bridge ~1# python3 -m http.server 8080
Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8080/)
10.10.0.3 - - [11/Aug/2022 00:54:17] "GET / HTTP/1.1" 200 -

S

[root@rhel9-bridge2 ~]#

[root@rhel9-bridge2 ~]# curl http://10.10.0.2:8080
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http:
rict.dtdd>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; char
<title>Directory listing for /</title>

</head>

<body>

<hl>Directory listing for /</hl>

<hr>

<ul>

<li><a .bash_history">.bash_history</a></1i>
<li><a .bash_logout">.bash_logout</a></1i>
<li><a .bash_profile">.bash_profile</a></1li>
<li><a .bashrc">.bashrc</a></1i>

<li><a .cshrc">.cshre</a></1i>

<li><a . lesshst">.lesshst</a></1i>

<li><a .ssh/">.ssh/</a></1i>

<li><a href=".tcshrc">.tcshrc</a></1i>

</ul>
<hr>
</body>
</html>

& RedHat
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T — C O B nhttps:jwww.cni.dev/plugins/current/main/bridge/

OpenShift
Container Platform :
CN/| Home Documentation Plugins

static IP address management plugin

Main Example configuration &

IRE: default ~

W vlan plugin
Create Network Attachment | bridge plugin
#R FEBA ON TESCGHITOIRE, XY host-device
ipvian plugin
mE P plug
macvlan plugin
o|R ptp plugin "isDefaultGateway':
1 win-bridge plugin "forceAddress":
API Explorer i "ipMasq":
e SE] “hairpinMode" :

“ipam": {
"type":
“subnet":

bandwidth plugin

firewall plugin
Port-mapping plugin
Source based routing plugin

Operators

TERR

tuning plugin
vrf plugin

On this page:

EE Overview

Example configuration

B 3 - —
Example L2-only configuration

Network configuration reference "ipam':

P&

Interface configuration arguments reference

Ingresses

e Network configuration refe

e name (string, required): the name of the network
e type (string, required): “bridge”.

NetworkAttachmentDefinitions

hE e bridge (string, ogdanal): name of the bridge to t
e isGateway (bo ti at addr
e isDefaultGatewa lean, optional): Sets isGe

Lot

default route. Defaults to false.

e forceAddress (boolean, optional): Indicates if a

vahiie hae heen chanaed Defalillte to falee



Maybe Deeper...
(flow table)



Openvswitch: Traditional Switch

FHA
| 1P:192.168.1.1/24
'MAC:11-11-11-11-11-11

1.

_VLAN 10

F#1B
IP:192.168.1.2/24

MAC:22-22-22-22-22-22 |

T

I

BRIMACHENE
2-22-22-22-22-22

IIREIRINARE,
EVLANRIZ:
GO/ G0/2

F#HC
- IP:192.168.1.2/24 |
' MAC:33-33-33-33-33-33 |

1.

. VLAN 20

—

RIS
GO/3
TR

RORS | MIRKFMACHELE

G071 1-11-11-11-11-11




Openvswitch: Flow Table

Bu

root@controller:~# ovs-ofctl dump-flows br-int

NXST_FLOW reply (xid=0x4):

cookie=0xbfcbcc1f0281737c, table=0, n_packets=885,
n_bytes=873, idle_age=0, hard_age=65534, priority=2,in_port=1
actions=drop

5]

ovs-ofctl T 53 =X
TRERHIRE, B8

IR rIg, M,
, BEFWS,

] B SR T R S 2 4BL
FRIEHBIMACH
iR, AR
&, fovsX il
EIERERAM
Ko
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root@intel-whitley-08:~

X

[root@intel-whitley-08 ~]#
NXST_FLOW reply (xid=0x4):

ovs—ofctl dump-flows helloworld

cookie=0x0, duration=6260.500s, table:ET n_packets=0, n_bytes=0, idle_age=6260,|dl_src:@l:00:00:@0:00:00/01:00:00:00:00:00 Fctio
ns=drop
cookie=0x0, duration=6253.143s, table@,|n_packets=0, n_bytes=0, idle_age=6253,|dl_dst=01:80:c2:00:00:00/ff:ff:ff:ff:ff:f@ Fctio Our svv“cf](jesigr]vv"
ns=drop . . .
cookie=0x0, duration=6228.068s, table30,|n_packets=0, n_bytes=0, idle_age=6705, priority=0 actions=resubmit(,1) consist Of flve main ﬂOW
cookie=0x@, duration=5983.760s, tablefI,|n_packets=0, n_bytes=0, idle_age=5983, priority=99,in port=1 actions=resubmit(,2) i
cookie=0x0, duration=5922.761s, tablefl,|n_packets=0, n_bytes=0, idle_age=5922, priority=99,|in_port=2,vlan_tci=0x0000 |actions=mo Fables’ each of which .
d_vlan_vid:20, resubmit(,2) implements one stage in the
cookie=0x0, duration=5922.761s, tablefl,|n_packets=0, n_bytes=0, idle_age=5922, priority=99,in_port=3,vlan_tciz@x@@@@|actions:mo itch pi li )
d_vlan_vid:30, resubmit(,2) SWItCh pipeline:
cookie=0x0, duration=5922.761s, tablefl,|n_packets=0, n_bytes=0, idle_age=5922, priority=99,in_port=4,vlan_tci=0x0000 actions=mo
d_vlan_vid:30, resubmit(,2)
cookie=0x0, duration=6041.462s, tablexl,ln_packets=0, n_bytes=0, idle_age=6041, priority=0 actions=drop 133b|e 0

cookie=0x0, duration=5297.433s,

table

M_OF_ETH_DST[]=NXM_OF_ETH_SRCI[], load:N

n_packets=0,

n_bytes=0,

idle_age=5297,

XM—OF_IN_PORT []->NXM_NX_REG@[@..15]), resubmit(,3)

actions=learn(table=10,NXM_OF_VLAN_TCI[@..11],NX

Admission control

cookie=0x0, duration=2489.922s, tablef3,|n_packets=0, n_bytes=0, idle_age=2489, priority=99,/d1_dst=01:00:00:00:00:00/01:00:00:00

:00:00 actions=resubmit(,4) Table 1

cookie=0x0, duration=2542.035s, tablex3,|n_packets=0, n_bytes=0, idle_age=2542, priority=50 actions=resubmit(,10),resubmit(,4) . .
cookie=0x0, duration=1611.709s, tablex4,|n_packets=0, n_bytes=0, idle_age=1611, reg@=0x1 actions=output:1 VLAN InPUt processmg
cookie=0x0, duration=1421.022s, tables4,|n_packets=0, n_bytes=0, idle_age=1607, reg0=0x2 actions=strip_vlan,output:2

cookie=0x0, duration=1421.022s, tablef4,|n_packets=0, n_bytes=0, idle_age=1607, reg0=0x3 actions=strip_vlan,output:3 Table 2

cookie=0x@, duration=1421.022s, tablef4,|n_packets=0, n_bytes=0, idle_age=1607, reg0=0x4 actions=strip_vlan,output:4

cookie=0x0, duration=1410.863s, table¥4,|n_packets=0, n_bytes=0, idle_age=1410, priority=50,reg0=0 actions=output:1 Learn source MAC and
cookie=0x0, duration=1410.863s, tablef4,|n_packets=0, n_bytes=0, idle_age=1410, priority=99,reg0=0,dl_vlan=20 actions=output:1,s VLAN for ingress pOI't
trip_vlan,output:2

cookie=0x0, duration=1410.863s, tablex4,|n_packets=0, n_bytes=0, idle_age=1410, priority=99,reg0=0,d1l_vlan=30 actions=output:1,s

trip_vlan,output:3,output:4 o Table 3

cookie=0x0, duration=4732.239s, table] n_packets=0, n_bytes=0, idle_age=4732,|vlan_tci=0x0014/0x0fff,dl_dst=50:00:00:00:00:01

Look up learned port for

actions=1oad:@x1->NXM_NX_REGO[0. .
cookie=0x0, duration=4359.807s,
actions=1load:0x2->NXM_NX_REGO[0. .

n_packets=0, n_bytes=0, idle_age=4359, vlan_tci=0x0014/0x0fff,dl_dst=50:00:00:00:00:02 destination MAC and

cookie=0x0,
:00:00:00:00:
cookie=0x0,
:00:00:00:00:
cookie=0x0,
:00:00:00:01
cookie=0x0,

ctions=1load:0x4->NXM_NX_REGO[0..15]

duration=2428.931s,
01 actions=1load:0x1->NXM_NX_|
duration=2074.948s, tableF10
01 actions=load:0x2->NXM_NX_|
duration=653.407s, table=[10,
actions=1load: @x1->NXM_NX_REG
duration=322.833s, table=l0,

[root@intel-whitley-08 ~]#

n_packets=0,
REGO [0..15]

n_packets=0,
REGO [0..15]
n_packets=0,
[0..15]
n_packets=0,

n_bytes=0,
n_bytes=0,
n_bytes=0,

n_bytes=0,

idle_age=2428,

idle_age=2074,

idle_age=653,

hard_age=1946, |vlan_tci=0x0014/0x0fff,dl_dst=f0

hard_age=2059, vlan_tci=0x0014/0x0fff,d1_dst=90

hard_age=129, vlan_tci=0x001le/0x0fff,dl_dst=10:00

idle_age=322,

vlan_tci=0x001e/0x0fff,dl_dst=20:00:00:00:00:01 a

https://docs.openvswitch.org/en/latest/tutorials/ovs-advanced/

VLAN

Table 4
Output processing

& RedHat


https://docs.openvswitch.org/en/latest/tutorials/ovs-advanced/

Openvswitch: Flow Table - Match Field

DNS Web
Server Server
» v v
------------ S o e e e e S TOXOIT POT IO TG ™ = = = = = = o o o o o
ICMP UDP TCP LIGMP ECTP DCCP
B Y d6 7 _— 2 hd
"""""" “NwW ‘p'r6t5' e e = = Demux on 1Pv4 Protocol Field
- (Next Protocol Field in IPv6)
ARP IPv4 IPVG | checks Destination Network-Layer
Address
A 2
______ 0 zg@ss__-_%g%og-- A
di_type
Ethemet Checks Destination Link-Layer Address

tp_src=port
tp_dst=port

icmp_type=type
icmp_code=code

nw_src=ip[/netmask]
nw_dst=ip[/netmask]

arp_sha=x:xx:xx:xx:Xx:xx
arp_tha=xx:xx:xx:Xx:XX:XX

dl_Sre=)00 XX XX XX XX XX /XX XX XX XX XX XX
dl_dst=x):XXXX XX XXXX /XX XX XX XXXX XX
dl_vlan=vlan

---------------- T‘ e P e~ ——————{; Rud Hat

in_port=port



OvS-TC offload

A sample of TC offload:

recirc_id(0), ,eth(src=24:8a:07:a5:28:02,dst=24:8a:07/:25:28:01),eth_type(0x0
800) actions:2

ovs flow -> tc rule

tc filter add ingress protocol ip chain O prio 3 flower dst_mac
24:8a:07:a5:28:01 src_mac 24:8a:07:a5:28:02 action mirred egress redirect dev
ens1f0_0

SmartNICiEHtc rules, FIRE X LN, ZENIC
A Effe-switch i ITH L AL E, SERE, 54
THE B RIR4TC subsystem

‘ Red Hat



Openvswitch: Flow Table - Actions

3t FFlow TablefFIE 2, Hovs-ofctiSEiZEH
add-flow switch flow
mod-flows switch flow
del-flows switch [flow]

I Match Fields | Priority | Counters I Instructions I Timeouts | Cookie |

Table 1: Main components of a flow entry in a flow table.

Match Field

Actions

Actions:

output:port 1 output:NXM_NX_REGO0[16..31]

enqueue:port:queue
mod_vlan_vid:vlan_vid

strip_vlan

mod_dl_src:mac 1 mod_dl_dst:mac
mod_nw_src:ip #1 mod_nw_dst:ip
mod_tp_src:port #1 mod_tp_dst:port
set_tunnel:id

resubmit([port],[table])
move:src[start..end]->dst[start..end]
load:value—>dst[start..end]
learn(argument[,argument]...)
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Business and Network Applications
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Internal Controller
Services

CONTROL LAYER
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OpenShift Network! SDN part

CoreOS
Node 01

000

| vethl | [ veth2 |

| veth3 | | veth.. }
ovs-system

( vxlan_sys 4789 J&—1—open-fiow—

eeeeee




|‘ i I
L

dhecp

CoreOS
Node 01

enp1s0

veth1 veth2 |
veth3 [_veth.. }—
ovs-system

vxlan_sys 4789 J«

r
Operiow

10.16.217.62/23

CoreOS CoreOS
Node 02 Node 03|
veth1 veth2 [__vethl | [ veth2 ]
[ veth3 ] [ veth.. 1] [ veth3 ] [ veth.. ]
ovs-system ovs-system
> vxlan_sys 4789 Je oper-fiow > vxlan_sys_4789

|
110.16.217.61/23

enp1s0
10.16.217.63/23

default via 10.16.217.254 dev enp1s0 proto static metric 100
10.16.216.0/23 dev enp1s0 proto kernel scope link src 10.16.217.62 metric 100
10.128.0.0/14 dev tun0 scope link
172.30.0.0/16 dev:tun0

Kubernetes Service SDN

NodePort




ee [+ (<

SERTTEEAARRMER. 1§IUXH rTERE Mac RIMEHREE.

G Topology

% Topology Cortren
ontrois

Reload

[root@dell-pem630-01 ~]# ovs-vsctl show
a42dac@2-fe91-4dcl-b4d5-3c6ad2f65305
Bridge "vlanl_br"
Controller "tcp:127.0.0.1:6633"
1s_connected: true
Port "vnetl2"
Interface "vnetl2"
Port patch-eth
Interface patch-eth
type: patch
options: {peer=patch-tap}
Port "vlanl_br"
Interface "vlanl_br"
type: internal
Bridge ubuntu_br
Controller "tcp:127.0.0.1:6633"
is_connected: true
Port "vnetl1Q"
Interface "vnetlQ"
Port patch-tap
Interface patch-tap

FER2L — dell-pem630-01.dell2.lab.eng.bos.redhat.com

host:52:%4:00:6d:3c:11

host:52:54:00:6d:3c:13 \-‘—-\T
flow: 10394 9
openflow:103942692919363 4 ow:1208 \458859087
\
\

host:52:54:00:6d:3c¢:12

= ®Logout (admin)




OpenShift Network! OVN part

OVN (Open Virtual Network) B—RIIMFIFIER, BRELMLEEEIEMR OpenFlow, FiIFHZTEE
Open vSwitch H,

OVN Lt Open vSwitch Rt TESEXRMHER, ESEDBHFMRDBHI—ETEMAT (LR flows,
OVNEEHMEIHHEBRLHE (CMS) FifA, OVNIRHM—LE NINEETIE

e Distributed virtual routers
e Distributed logical switches
e Access Control Lists

« DHCP

e DNS server

5 Open vSwitch —#f, OVNRRARIFEEMNCEHEEN, OUNELER R EGDET, ERFRERERNZEE I,

& RedHat



OpenShift Network! OVN part - Architecture

ovn-kubernetes Networking OVN

OVSDBtY

OVNiZHIzRERE¥

OVN&7hzUiHlzE
¢OpenF|owmi}2

ovs
/\

VM VM
IEERRSS 25

o e

OVSDB MY
OVN&S Uiz
$ OpenFlowtiy
oVvs
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OVN-Kubernetes

CNI 4G HM ocp (GA from 4.6)/kubernetes

O

O

O

https://qithub.com/ovn-org/ovn-kubernetes

Started by the OVN/OVS communities
=/ on ERHREEE TR EMMERE
= A (B AL E e ) X, TAZ VXLAN (HOpenShift SDNfEFR)
kO T R Z[BIfEE overlay W4
Creates

m Logical switches, routers, ports, acls (network policies), load balancers etc..
A~1% SDN ARHEFE kube-proxy (#E A pod # ocp Z [BIHEREEE)
RFFMEZEEMRIZ TR

& RedHat


https://github.com/ovn-org/ovn-kubernetes
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OVN-Kubernetes Architecture: Master

ovn-kubernete
[3
master

OVN
northbound DB

Y

ovn-northd

Y

OVN
southbound DB

Master Node

e OVN-Kubernetes Master
o OVN Kubernetes component
o Central process that watches for cluster events (Pods, Namespaces,
Services, Endpoints, NetworkPolicy)
o Translates cluster events into OVN logical network elements stored in
nbdb
o Tracks Kube-API state
o Manages pod subnet allocation to nodes
e OVN-northd
o Native OVN component
o Process that converts northbound DB network representation to the
lower-level logical flows that are stored in southbound DB

These processes are started by the CNO via a Daemonset ->

They can be seen running on an OCP cluster in the [oJolt bR g\ Ol LI {=H

namespace within the [VAIGLIEEA=ls pod as the following containers
[northd, nbdb, sbdb, ovnkube-master]

& RedHat

https://docs.google.com/presentation/d/liktpCdAsdadPJe7Yk36T-BtYwuBO4oc3IHAMHH2gBcw/edit#slide=id.g6fa84b026f_2_109



OVN-Kubernetes Architecture: Node

kubelet/
CRI-O

ovn-controller

ovn-kubernet
es
node

4

OVS database

Worker Node

4

OVS bridge

e Open vSwitch
o Pushes the new “edge of network” to the hypervisor
o Multilayer software switch used to implement openflow rules
o Datapath used by containers

The OVS process is run via systemd on the host but is managed by the CNO via a
Daemonset for log tailing and other monitoring reasons->

It can be seen running on an OCP cluster in the [oJ i bR m iR Gl J IS

namespace within the [ERglelels pods as the following containers
° [ovs-daemons]

NIC
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& RedHat

https://docs.google.com/presentation/d/liktpCdAsdadPJe7Yk36T-BtYwuBO4oc3IHAMHH2gBcw/edit#slide=id.g6fa84b026f_2_109



OVN-Kubernetes Architecture: Node

kubelet/
CRI-O

ovn-kubernet

ovn-controller

A

e OVN-Controller

o O O O

OVN component

Watches sbdb

Matches OVS “physical” ports to OVN logical ports

Reads logical flows from sbdb, translates them into OpenFlow flows
and sends them to the worker node’'s OVS daemon

e OVN-Kubernetes node

©)
O
O

es —{ OVS database
node
OVS bridge
> NI
Worker Node

77

They can be seen running on an OCP cluster in the [oJot bR e\ B Gl [ =1

Called as CNI plugin (just an executable) from kublet/CRI-O
Digests IPAM annotation written by ovn-kubernetes master

Sets up firewall rules and routes for HostPort and Service access from
node

Creates OVS port on bridge, moves it into pod network namespace, sets
IP details/QoS

Deletes entities when pods die

namespace within the [QVITQslsRIIeIeI pod as the following containers

[ovn-controller, ovnkube-node]

& RedHat

https://docs.google.com/presentation/d/liktpCdAsdadPJe7Yk36T-BtYwuBO4oc3IHAMHH2gBcw/edit#slide=id.g6fa84b026f_2_109



OpenShift Network! OVN part

» ~ oc get pods -A | grep -i operator | grep -i dns

openshift-dns-operator
27h

dns-operator-69db46cc47-9bwdp 272 Running 0

» ~ oc get pods -A | grep -i operator | grep -i dhcp
» ~ oc get all -n openshift-ovn-kubernetes

NAME
pod/ovnkube-master-hw7gw
pod/ovnkube-master-nnhsr
pod/ovnkube-master-xdjxp
pod/ovnkube-node-4cmwt
pod/ovnkube-node-58dk8
pod/ovnkube-node-m7ngq
pod/ovnkube-node-nnmxx
pod/ovnkube-node-rpvw9
pod/ovnkube-node-tjqgnq

NAME
service/ovn-kubernetes-mast
service/ovn-kubernetes-node
service/ovnkube-db

NAME
daemonset.apps/ovnkube-mast
daemonset.apps/ovnkube-node

- ~

READY
6/6
6/6
6/6
5/5
5/5
5/5
5/5
5/5
5/5

er

er

STATUS RESTARTS  AGE
Running 0 26h
Running 0 27h
Running 0 27h
Running 0 26h
Running 0 26h
Running 0 27h
Running 0 27h
Running 0 26h
Running 0 27h
TYPE CLUSTER-IP  EXTERNAL-IP  PORT(S) AGE
ClusterIP None <none> 9102/TCP 27h
ClusterIP None <none> 9103/TCP,9105/TCP 27h
ClusterIP None <none> 9641/TCP,9642/TCP 27h
DESIRED CURRENT READY UP-TO-DATE  AVAILABLE NODE SELECTOR AGE
3 3 3 3 3 beta.kubernetes.io/os=1linux,node-role.kubernetes.io/master= 27h
6 6 6 6 6 beta.kubernetes.io/os=1inux 27h

& RedHat



OpenShift Network! OVN part - ovn-controller

Y rabbit@rabbit-mbp:~ %
sh-4.4# ovs-vsctl Ilst Open_vSwitch
_uuid : 9d426064-2bde-468a-b7f4-0e3baebf8500
brldges : [810a8430-1347-4868-80e5-afdf41fc4822, d1961230-e621-443f-8d23-8f09bc9c4967]
cur_cfg £ 73
datapath_types : [netdev, system]
datapaths : {system=42d42d91-8e74-4d57-808d-f7c5147236b4}
db_version 2830
dpdk_initialized : false
dpdk_version : "DPDK 21.11.0"
external_ids : {hostname=dhcp16-213-124.1lab2.eng.bos.redhat.com, ovn-bridge-mappings="physnet:br-ex", ovn-enable-1flow

-cache="true", ovn-encap-ip="10.16.213.124", ovn-encap-type=geneve, ovn-memlimit-1flow-cache-kb="1048576", ovn-monitor-all="t
rue", ovn-ofctrl-wait-before-clear="0", ovn-openflow-probe-interval="180", ovn-remote="ss1:10.16.213.124:9642,ss1:10.16.213.1
35:9642,s551:10.16.213.190:9642", ovn-remote-probe-interval="180000", rundir="/var/run/openvswitch", system-id="16447c61-da38-
4157-802d-8fbfbcadc950" }

iface_types : [bareudp, erspan, geneve, gre, gtpu, internal, ip6erspan, ip6gre, lisp, patch, stt, system, tap, vxlan]
manager_options =]

next_cfg 73

other_config : {vlan-limit="0"}

ovs_version P2 3%

ssl : 62f66b35-26d8-4caa-8a35-9b3dfb668b5f

statistics 5 L}

system_type : rhcos

system_version o o i

sh-4.4# timed out waiting for input: auto-logout
sh-4.4# timed out waiting for input: auto-logout

Removing debug pod ... ‘ Red Hat

- o~

- o~



OpenShift Network! OVN part

oc --ii Kip-tl ify rsh kub ter-9x78k

X

sh-4.4# ovn-nbctl show | more
switch 6f9ac7c4-8elb-4ebc-9cad-2076de9al140 (ocp-node)
port stor-ocp-node
type: router

router—port:
port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

port openshift-

addresses:

i

rtos-ocp-node
ingress-operator_ingress—operator-6457f4c5c6—-qclkk
["0a:58:0a:80:00:20 10.128.0.32"]
service-ca_service-ca-6f9b4d848b-z796x
["0a:58:0a:80:00:1a 10.128.0.26"]
cnv_cluster-network-addons-operator-5797d6fd4f-k24j2
["0a:58:0a:80:00:61 10.128.0.97"]
monitoring_grafana-594bbd9f5c-79c7m
["0a:58:0a:80:00:48 10.128.0.72"]
monitoring_kube-state-metrics-6b9f95b547-4pkg4
["0a:58:0a:80:00:40 10.128.0.64"]
cnv_hyperconverged-cluster-cli-download-6f775b5ffc—-ntn56
["0a:58:0a:80:00:60 10.128.0.96"]
cnv_virt-handler-jv9sl

["0a:58:0a:80:00:80 10.128.0.128"]
machine-api_machine-api-operator-54585b6c7f-shhp6
["0a:58:0a:80:00:25 10.128.0.37"]
apiserver_apiserver-6b7d9b86fc—gmbnh
["0a:58:0a:80:00:2e 10.128.0.46"]
monitoring_prometheus—operator-764b888598-wq76¢c
["0a:58:0a:80:00:23 10.128.0.35"]

[ 4% E 2R (AE)

® e oc --i kip-tl! ify rsh ovnkuk ter-9x78k 4

sh-4.4# ovn-sbctl 1flow-list | more
Datapath: "GR_ocp-node" (abf90e07-e65e-45ef-9424-9eb0f6c0429b) Pipeline: ingres
s

table=0 (1lr_in_admission ), priority=100 , match=(vlan.present || eth.srcl
401), action=(drop;)

table=0 (1lr_in_admission ), priority=50 , match=(eth.dst == 0a:58:64:40:0

0:02 && inport == "rtoj-GR_ocp-node"), action=(xreg@[0..47] = 0a:58:64:40:00:02;
next;)

table=0 (lr_in_admission ), priority=50 , match=(eth.dst == 52:54:00:6c:3
c:0c & inport == "rtoe-GR_ocp-node"), action=(xreg@[0..47] = 52:54:00:6cC:3c:0c;
next;)

table=0 (lr_in_admission ), priority=50 , match=(eth.mcast && inport == "
rtoe-GR_ocp-node"), action=(xreg@[0..47] = 52:54:00:6c:3c:0c; next;)

table=0 (lr_in_admission ), priority=50 , match=(eth.mcast && inport == "
rtoj-GR_ocp-node"), action=(xreg@[0..47] = 0a:58:64:40:00:02; next;)

table=1 (lr_in_lookup_neighbor), priority=110 , match=(inport == "rtoe-GR_ocp

-node" && arp.spa == 10.16.216.0/23 && arp.tpa == 10.16.217.64 && arp.op == 1),
action=(reg9[2] = lookup_arp(inport, arp.spa, arp.sha); reg9[3] = 1; next;)

table=1 (lr_in_lookup_neighbor), priority=110 , match=(inport == "rtoj-GR_ocp
-node" && arp.spa == 100.64.0.0/16 & arp.tpa == 100.64.0.2 && arp.op == 1), act
ion=(reg9[2] = lookup_arp(inport, arp.spa, arp.sha); reg9[3] = 1; next;)

table=1 (lr_in_lookup_neighbor), priority=100 , match=(arp.op == 2), action=(
reg9[2] = lookup_arp(inport, arp.spa, arp.sha); reg9[3] = 1; next;)

table=1 (lr_in_lookup_neighbor), priority=100 , match=(inport == "rtoe-GR_ocp

(~node" && arp.spa == 10.16.216.0/23 && arp.op == 1), action=(reg9[2] = lookup_ar !

=] BISEEE 3N OpenFlow (Hlzs)



join ext_ocp-node

Jtor-ovn_clus ocp-node

I roe-c ep-node
:

100.64.0.1/16
10.128.0.1/23 ovn_cluster _router =




[root@hpe-s12x160zg6-02 ~]# kubectl get nodes

NAME STATUS  ROLES AGE  VERSION

ovn-control-plane Ready control-plane 16h v1.24.0

ovn-worker Ready <none> 16h v1.24.0

ovn-worker2 Ready <none> 16h v1.24.0

[root@hpe-s12x160zg6-02 ~]# kubectl get pods ——all-namespaces

NAMESPACE NAME READY  STATUS RESTARTS AGE
default client 1yl Running 0 33m
default server 174 Running 0 34m
kube-system coredns-6d4b75ch6d-7bnpc bzl Running 0 16h
kube-system coredns-6d4b75cb6d-dhgsf ay/al Running 0 16h
kube-system etcd-ovn-control-plane ikl Running 0 16h
kube-system kube-apiserver-ovn-control-plane 1l Running 0 16h
kube-system kube-controller-manager-ovn-control-plane 2l Running 2 (15h ago) 16h
kube-system kube-scheduler-ovn-control-plane 171 Running 2 (15h ago) 16h
local-path-storage local-path-provisioner-9cd9bd544-gn56b 45/l Running 0 16h
ovn-kubernetes ovnkube-db-5c6757846-s64b6 212 Running 0 15h
ovn-kubernetes ovnkube-master-7f9fc84984-bftdx 2/2 Running 0 15h
ovn-kubernetes ovnkube-node-d4nng 3/3 Running 0 15h
ovn-kubernetes ovnkube-node-dgzjx 373 Running 0 15h
ovn-kubernetes ovnkube-node-ksk6r 373 Running 0 15h
ovn-kubernetes ovs—node-jnj6b 1l Running 0 15h
ovn-kubernetes ovs—node-kbccf 1/1 Running 0 15h
ovn-kubernetes ovs—-node-ml2tj 1/1 Running 0 15h
[root@hpe-s12x160z96-02 ~]# kubectl get pods -n default

NAME READY  STATUS RESTARTS  AGE

client 1/1 Running @ 33m

server 1/1 Running @ 34m

[root@hpe-s12x160zg6-02 ~]# kubectl get pods —-n default -o wide

NAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE  READINESS GATES
client 1Al Running 0 33m 10.244.1.3 ovn-worker?2 <none> <none>
server 1/1 Running 0 34m 10.244.0.11 ovn-worker <none> <none>

[root@hpe-s12x160296-02 ~]1# ||
https://github.com/ovn-org/ovn-kubernetes/blob/master/docs/kind.md


https://github.com/ovn-org/ovn-kubernetes/blob/master/docs/kind.md
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Goal - trace the packet flow

ovn-worker

KIND (Kubernetes in Docker)

ovn-worker2

Client

& RedHat



OVN logical entities

The logical components are stored in ovn-nbdb (showing only necessary components):

[root@ovn-control-plane ~]#

switch 459ebbb9-2cb5-488f-8ble-F35cda235957 (ovn-control-plane) outer 9dd99282-8d69-4bf0-a06e-5abc95fd4191 (ovn_cluster_router)

port kube-system_coredns-6d4b75cb6d-7bnpc port rtos-ovn-control-plane

addresses: ["0a:58:0a:f4:02:04 10.244.2.4"] mac: "@a:58:9a:f4:02:01"
port stor-ovn-control-plane networks: ["10.244.2.1/24"]

o er ports rtos-ovn-control-plane gateway chassis: [fb39d137-8727-418b-b3ce-2dd461ad5ef
port local-path-storage_local-path-provisioner-9cd9bd544-gn56b | port rtoj-ovn_cluster_router

addresses: ["@a:58:0a:f4:02:05 10.244.2.5"] mac: "9a:58:64:40:00:01"

port kube-system_coredns-6d4b75cb6d-dhgsf

addresses: ["@a:58:0a:f4:02:03 10.244.2.3"] networks: ["100.64.0.1/16"]

port k8s-ovn-control-plane port rtos-ovn-worker
addresses: ["da:af:4d:0c:48:a5 10.244.2.2"] mac: "@a:58:9a:f4:00:01"
switch @8adfofb-4fee-474f-a010-0b7eef718806 (ovn-worker) networks: [ 1?'244'9'1/24 ]
port stor-ovn-worker gateway chassis: [50758e69-6f60-4bad-91b3-9edc585b8f¢
type: router
router-port: rtos-ovn-worker mac: "©a:58:9a:f4:91:01"

port k8s-ovn-worker . n n
addresses: ["36:1e:87:09:fe:90 10.244.0.2" ] networks: ["16.244.1.1/24" ]

port default_server gateway chassis: [d3d2ba94-a8a9-4832-a895-a611dc5992¢

addresses: ["@a:58:0a:f4:00:0b 10.244.0.11"]
switch deeef3al-7e84-4055-a326-2c3b989e52ba (ovn-worker2)

type: router
router-port: rtos-ovn-worker2

addresses: ["@a:58:0a:f4:01:03 10.244.1.3"]
port k8s-ovn-worker2
addresses: ["7e:18:c5:1f:9f:ba 10.244.1.2"]

e




OVN-KIND cluster i ovn-controlplane 5
. outport
. inport |
. logical switch | rtos-ovn-control-plane |

ovn-cluster-router
ovn-worker e ovn-worker-2

prEsEEmTE e e I e e ——) rtos-ovn-worker2
stor-ovn-worker stor-ovn-worker2

ovn-worker ovn-worker2

-

server client



OVN Packet Processing

o OVNE—E§ ZMAERNERIED
o EAWSE pipeline, HIFEE T IXLE

o Ingress
o Egress

-

o OVNHHIHIETH L #H A Ingress pipeline, &

/* The two purposes for which ovn-northd uses OVN logical datapaths. */
enum ovn_datapath_type {

DP_SWITCH, /* OUN logical switch. */

DP_ROUTER /* OVN logical router. x/

+;

& # 4T progress

/* The two pipelines in an OVN logical flow table. *x/
enum ovn_pipeline {
P_IN, /* Ingress pipeline. x/
P_OUT /* Egress pipeline. x/

};

fEE# A Egress pipeline,

o EIE logical flow rules defined in ovn-sbdb Logical Flows #{TLbER, BT iZEIEER

datapath B ingress/egress pipeline,

o ARFEIHEFICEMGR flow FHFITIZENE,

[root@ovn-control-plane ~]# ovn-sbctl 1flow-list
Datapath: "ovn-worker2" (684a68ba-7d4c-4bac-9360-de8b47e52dd7) Pipeline: ingress
, priority=50, match=(inport == "default client"” && eth.src ==

{0a:58:0a:f4:00:05}), action=(next;)

86

, priority=90

, match=(inport == "default_client" && eth.src ==

0a:58:0a:14:00:05 && ipd.src == {10.244.0.5}), action=(next;)
, priority=50 , match=(eth.dst == 0a:58:0a:f4:00:01), action=(outport

= "stor-ovn-worker2"; output;)

& RedHat




OVN Packet Processing

OVN-KIND cluster

B oo

ovn-worker-2

i inport Table 0 Table n
ovn-worker2

ingress pipeline

Table n Table 0
client OW
10.244.0.5

egress pipeline
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Ovn-Trace

o EMEBEIT OVNEBE—1THIER, FE—14% A ovn-trace ITE,
o EEREHT OVNZiEHRItFHBIER 5 9R

e A typical ovn-trace command:

[root@ovn-control-plane ~]# ovn-trace --ct new --ovs ovn-worker2
"inport=="default_client" && eth.dst==02:58:02:f4:01:01 && eth.src==0a:58:0a:14:01:038&&

ip4.src==10.244.1.3 && ip4.dst==10.244.0.11 && ip.ttl==64 && tcp && tcp.src==80"

e --0VS
o f#fF ovn-trace IMEIRFFH ERITNTFE OVN i35 #HI Openflow flows, i.e
connects to ovn-sbdb

e inport

o EFmERHFIEEMIEO
e eth.dst and eth.src

o The destination of the next layer two hop

@ Here the MAC's relate to >
e ip4.srcandip4.dst

o EFIRAR SR pods B IPHutE 55K

& RedHat


https://man7.org/linux/man-pages/man8/ovn-trace.8.html

[root@ovn-control-plane ~]# ovn-trace —-ct new --ovs ovn-worker2 'inport=="default_client" && eth.dst==0a:58:0a:f4:01:01 && eth.src==0a:58:0a:f4:01:03
&& ip4.src==10.244.1.3 && ip4.dst==10.244.0.11 && ip.tt1==64 && tcp && tcp.src==8080 ' | grep -e ingress -e egress

ingress(dp="ovn-worker2", inport="default_client")

egress(dp="ovn-worker2", inport="default_client", outport="stor-ovn-worker2")

ingress(dp="ovn_cluster_router", inport="rtos-ovn-worker2")

egress(dp="ovn_cluster_router", inport="rtos-ovn-worker2", outport="rtos-ovn-worker")

ingress(dp="ovn-worker", inport="stor-ovn-worker")

egress (dp="ovn-worker", inport="stor-ovn-worker", outport="default_server")

[root@ovn-control-plane ~]# I

progress 2 |

ovn-cluster-router ovn-cluster-router

ovn-cluster-router

progress 3

ovn-worker

—

Client

10.244.1.3 Server

10.244.0.11



2. Generate MAC

address \

Pod management

interface

10.x.x.2/24

g? K8S switch

10K 18 ‘@' K8S router

3. Create logical port on OVN switch, """"" zzz21/24
i assign MAC and IP add E
e [T ~ag 1o QYN swilch, Route to 0.0.0.0/
h viazzz2
Y
4. Annotate p'od metadata : g? Join switch
WIMAG, Il ll. Send event 4 Read event from —
and gateway to stream AP stream Route to 10.x.x.0/1€
addresse_§ : OVN viazzz1
sepmesmTTI ’ = +
< s
2222/24
openvswitch ¥
1. Schedule pod - 2 ; A
@ ...... i % ..... II. Create pod--» i 1] |ntsrgi](r,ate|}on e External switch Extorial roiser
9 External IP ONAT AR
termination SOIVites
Kubé API Kube Scheduler to endpoints
! SNAT to eth IP
i Routet0 0.0.0.0/ . ... address
: via eth gw
A.Read MAC, IP IV. Call CNI driver
and gateway,

from annotation

External

C. Assign MAC ar;d IP addresses,
create route to default gateway

Network

B. Add pod interface to OVS

and connect it with OVN
OVN-K8S

CNI-Overlay

<G> Traffic flow | - IV Kubernetes pod creation flow

............... > Web API call 1 - 4 Network settings generation flow
—— > Non-web action A - C Network settings application flow
--------------- - Route

—— = Host visible interface

—  Virtual interface




Local GW Topology Overview

172.18.0.2
ovn-worker

Underlay - 172.18.0/24

172.18.0.4
ovn-worker2

169.254.0.1 169.254.0.1
ovn-kBs-gw0
br-int br-int
breth0_ovn-worker breth0_ovn-worker2
(type:LocalNet) (type:LocalNet)

ext_ovn-worker

[ External Switch ]

ext_ovn-worker2

[ External Switch ]

Pod
10.244.0.2 / Pud N £ 10.244.2.2

.................................................. P R o] @ RedHat

i br-int br-int E

| 172.18.0.2/16 172.18.0.4/16 |

Updated: i ;
06/25/2021 | Gateway Router inet-node_local_switc Gateway Router :
! GR_ovn-worker £ (Type:LocalNet) | GR_ovn-worker2 i

| rtoj-GR_ovn-worker Node Local Switch rtoj-GR_ovn-worker2 |

E node_local_switch |

| 100.64.0.2/16 — e 100.64.0.3/16 |

| Logical Join Switch L — Logical Join Switch |

: o Distributed GateWay Port Join |

: (160.64.0.3/16) 169-254-0-2 (1“.“-0-0/15) :

100.64.0.1/16 s = 100.64.0.1/16 !

i OVN Cluster Router |

E ovn_cluster_router 1

E Host Networked T i

E 10.244.0.1/24 | | 10.244.2.1/24 !

! Logical Switch | | Logical Switch E

: ovn-worker (10.244.0.1/24) ! ovn-worker2 (10.244.2.1/24)

o | br-int ovn-k8s-mp0 m | ! > ovn-k8s-mp0 brint !



https://docs.google.com/drawings/d/1y4eIA8RDZ7gz3AKvIs6SPY6MzUCG4vOzyDs8Nyd1dBg/edit

Shared GW Topology Overview
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https://docs.google.com/drawings/d/1FCQjTWIvVoU_2_P1qTXJ9SeKb_pLt75q4ExidAyPLIA/edit?usp=sharing

Q&A



Reference

KubeVirt User-Guide

OpenShift Container Platform 4.11 Documentation

OVN

How to use Open Virtual Networking with Kubernetes

OVN-Kubernetes—-presentation-0CTO-October6th2020



https://kubevirt.io/user-guide/#/creation/creating-virtual-machines
https://docs.openshift.com/container-platform/4.11/welcome/index.html
https://github.com/ovn-org/ovn
https://github.com/ovn-org/ovn-kubernetes
https://docs.google.com/presentation/d/1ZtwP3t6uNAU0g4S7IbqSxPg2bmQW-pPGyMW2ZNj9Nrg/edit?pli=1#slide=id.p

Reference - Learning day

CNV Demo

Openshift/Container Training and Info

Openshift sandboxed container

https://docs.google.com/presentation/d/1U-KSIJBPaMPp65v4RgDyF
wqSMg9OyvegiG5/edit#slide=1d.p6

https://docs.google.com/presentation/d/1Xsyboav89hv-Xg3f6IuF
OW-f5eR8 MYxZwyWK4Ra8RY/edit#slide=1d.g91cl0be5e6 0 87

& RedHat



https://docs.google.com/presentation/d/1PkTxVLqQItCexRgtp8_hEORwGYEsrtti83Hmae_SMTQ/edit#slide=id.p
https://docs.google.com/document/d/1HXIuaJ8D8mBQCzTsP4mnzDl67bPBEOGwhY2WkFe7erc/edit
https://docs.google.com/presentation/d/1U-KSJBPaMPp65v4RqDyFwqSMg9yegiG5/edit#slide=id.g11493fdc454_0_36
https://docs.google.com/presentation/d/1U-KSJBPaMPp65v4RqDyFwqSMg9yegiG5/edit#slide=id.p6
https://docs.google.com/presentation/d/1U-KSJBPaMPp65v4RqDyFwqSMg9yegiG5/edit#slide=id.p6
https://docs.google.com/presentation/d/1Xsyboav89hv-Xg3f6IuF9W-f5eR8_MYxZwyWK4Ra8RY/edit#slide=id.g91c10be5e6_0_87
https://docs.google.com/presentation/d/1Xsyboav89hv-Xg3f6IuF9W-f5eR8_MYxZwyWK4Ra8RY/edit#slide=id.g91c10be5e6_0_87

OVS
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vSwitch supports the following features:

Visibility into inter-VM communication via NetFlow, sFlow(R), IPFIX, SPAN, RSPAN, and GRE-tunneled mirrors
LACP (IEEE 802.1AX-2008)

Standard 802.1Q VLAN model with trunking

Multicast snooping

IETF Auto-Attach SPBM and rudimentary required LLDP support

BFD and 802.1ag link monitoring

STP (IEEE 802.1D-1998) and RSTP (IEEE 802.1D-2004)

Fine-grained QoS control

Support for HFSC qdisc

Per VM 1dinterface traffic policing

NIC bonding with source-MAC load balancing, active backup, and L4 hashing

OpenFlow protocol support (including many extensions for virtualization)

IPv6 support

Multiple tunneling protocols (GRE, VXLAN, STT, and Geneve, with IPsec support)
Remote configuration protocol with C and Python bindings

Kernel and user-space forwarding engine options

Multi-table forwarding pipeline with flow-caching engine

Forwarding layer abstraction to ease porting to new software and hardware platforms
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ovs - db schema

[root@edge—qe—-per740-01 ~1# ovsdb-client list-dbs

Open_vSwitch

[root@edge—-qe—-per740-01 ~]# ovsdb-client list-tables Open_vSwitch

Table -
[root@edge-qe-per740-01 ~]# ovsdb-client list-columns Open_vSwitch Port
Column Type
Controller
: bond_downdelay "integer"
Brldge name "string"
Queue statistics {"key":"string","max":"unlimited","min":0,"value":"integer"}
IPFIX protected "boolean"
fake_bridge "boolean"
NetFlow mac {"key":"string","min":0} sh-4.4# ovsdb-client list-columns Open_vSwitch Controller
Open_vSwitch trunks {"key":{"maxInteger":4095,"minInt Column Type
g _uuid "uuid"
Qo tag {"key":{"maxInteger":4095,"minInt enable_async_messages {"key":"boolean","min":0}
Port rstp_status {"key":"string","max":"unlimited" local_gateway {"key":"string","min":0}
EX _version "uuid" local_netmask 'string","min":0}
S ow bond_updelay "integer" type {"key":{"enum": ["set", ["primary","service"]],"type":"string"},"min":0}
SSL bond_active_slave {"key":"string","min":0} controller_rate_limit {"key":{"minInteger":100,"type":"integer"},"min":0}
external_ids {"key":"string","max":"unlimited" ~uuid "uuid"
F¥ow_Samp1e_Collector_Set e {"Key":"otring". "max"sunlinited" fole {"key" s ("enun": ["set", ["master”, "other","slave"]], "type":"string"}, "nin":0}
Mirror status {"key":"string","max":"unlimited" inactivity_probe {"key":"integer","min":0} ) )
Flow Table qos {"key":{"refTable":"QoS","type" :" Max_backoff f"kgy::{"m1nInteger":1000,"type":"1nteger"},"m1n":0}
- bond_mode {"key":{"enum": ["set", ["active-ba-VErsion uuid : )
Interface DontBtakeRitaceliboolcant connection_mode {"key":{"enum": ["set", ["in-band","out-of-band"]],"type":"string"},"min":0}
int _f = nkey": {"refTable":"Interf " "tis_connected "boolean"
AutoAttach fntertaces {.. eyl {"re .E?_ F. "n fr ace " wstatus {"key":"string","max":"unlimited","min":0,"value":"string"}
Manager vlan_mode {"key":{"enum’: ["set", [*access", i fi frkey"s"string" " wunlimited". “min":@. "value®:"string"}
9 rstp_statistics {"key" string",“max":“unlimited"° er_con.lg Y S r}ng 1 axs N %m? S m}n 2y va ue S r}ng
lacp {"key": {"enun": ["set", ["active" . external_ids string","max":"unlimited","min":0,"value":"string"}

[root@edge-qe-per740-01 ~1# ||

controller_burst_limit
local_ip
controller_queue_size
target

sh-4.4#

{"minInteger":25,"type":"integer"},"min":0}
string","min":0}

"string"

:{"maxInteger":512,"minInteger":1,"type":"integer"},"min":0}



[root@edge-qe-per740-01 ~]# ovsdb-client get-schema Open_vSwitch | jg | more

[root@edge-qe-per740-01 ~1# cat /etc/openvswitch/conf.db | sed -n '2p' | jq | more

"cksum": "3374030633 22987",
"name": "Open_vSwitch",
"version": "7.14.0",
"tables": {
"Controller": {
"columns": {
"is_connected": {
"ephemeral”: true,
"type": "boolean"
7
"connection_mode": {
"type": {
"min": 0,
"key": {
“type': "string",
"enum": [
s e
[
"in-band",
"out-of-band"
1
1
+
}
}l
"local_gateway": {
"type": {
"min": 0,
Ukeyit:N st ringt
}
b
"enable_async_messages": {
Weypell: {
"min": 0,
"key": "boolean"
}
}l
"other_config": {
"type": {
"max": "unlimited",
"min": 0,
"key": "string",
"value": "string"

}

"cksum": "3374030633 22987",
"name": "Open_vSwitch",
"tables": {
"AutoAttach": {
"columns": {
"mappings": {
"type": {

"key": {
EmaxInteger 167772157
"minInteger": 0,
"type": "integer"

’

"max": "unlimited",

"min": O,

"value": {
"maxInteger": 4095,
"minInteger”: @,
"type": "integer"

+

+
}I
"system_description": {
"type": "string"
’
"system_name": {
"type": "string"
)
1
}I
"Bridge": {
"columns": {
"auto_attach": {
"type": {
"key": {
"refTable": "AutoAttach",
"type": "uuid"

’
"min": @
+
}I
"controller": {
"type": {
" keyll . {
"refTable": "Controller",



(. oe root@edge-qe-per740-01:~ g

root@edge-qge-per740-01:~ (ssh) %1 ~[dotfiles (-zsh) ® %2
[root@edge-qe-per740-01 ~]# ovsdb-client dump
AutoAttach table
_uuid mappings system_description system_name

Bridge table
_uuid auto_attach controller datapath_id datapath_type datapath_version external_ids fail_mode flood_vlans flow_tables ipfix mc
ast_snooping_enable mirrors name netflow other_config ports

protocols rstp_enable rstp_status sflow status stp_enable

b61e977d-3251-4e54-a287-d126d6746ae5 [] [1 "00007e971eb6544e" " "<unknown>" { [] [] {} [] fa
lse [1 Mprat 1] { [36361a0e-e3a8-43ec-a088-bh74e78d6e386, 4a2bc419-f9af-4abb-8c6c-8f6d843ab500, b9324926-fb18-4f3b-9084-1cfdf7736
d50, ccodd740-af32-43b4-b644-1fe742599f3e, f7f390bc-a7eb-43df-807f-97f50fa37e25] [] false {F [i] {} false
4badcfda-dbl6-4eaf-a0d5-9fel@addd644 [] [1 "0000dacfa0dbafse" "" "<unknown>" {} [1 [1 {} [1 fa
lse [1 Sh Al {} [5e8alf44-b8ac-42f0-a926-86988817299d, 76b7656f-3768-4177-87bf-5c60dc006b98, 8053a6b0-582d-4951-8d38-12684913b
b8f, ce380ea6-3a64-484f-b72c-bal34b01b241, df50366b-9ccl-4dcf-bde9-ef@72a49ef6d] [] false ¥ [1 {} false

Controller table
_uuid connection_mode controller_burst_limit controller_rate_limit enable_async_messages external_ids inactivity_probe is_connected local_gateway local_ip local_netm
ask max_backoff other_config role status target

Flow_Sample_Collector_Set table
_uuid bridge external_ids id ipfix

Flow_Table table
_uuid external_ids flow_limit groups name overflow_policy prefixes

IPFIX table
_uuid cache_active_timeout cache_max_flows external_ids obs_domain_id obs_point_id other_config sampling targets

Interface table

_uuid admin_state bfd bfd_status cfm_fault cfm_fault_status cfm_flap_count cfm_health cfm_mpid cfm_remote_mpids cfm_remote_opstate dup
lex error external_ids ifin
dex ingress_policing_burst ingress_policing_rate lacp_current link_resets link_speed link_state 1ldp mac mac_in_use mtu mtu_request name ofport ofport_r

equest options other_config statistics
status type




ovs-vsctl add-br helloworld
ip link add first_br type veth peer name first_if

ip link set first_br up
OVS - ip link set first_if up
ovs-vsctl add-port helloworld first_br

list table
ovs-vsctl list Bridge

list table [record]
ovs-vsctl list Bridge helloworld

get table record [column[:key]]
ovs-vsctl get Bridge helloworld ports

set table record column[:key]=value
ovs-vsctl set Port first_br tag=100

add table record column [key=]value
ovs-vsctl add Port first_br trunks 110

remove table record column key
ovs-vsctl remove Port first_br trunks 100

clear table record column
ovs-vsctl clear Port first_br trunks



